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Introduction

The Australian Centre to Counter Child Exploitation (ACCCE) was established by the Australian Government
inMarch 2018 inresponse totheincreasing number and severity of reports of child exploitation received by
Australianlaw enforcement.

The ACCCE hasdriven a collaborative national response to online child sexual exploitation since that time
in partnership with Australian Government agencies, private sector organisations and non-government
organisations (NGOs), to counter the sexual exploitation of children in Australia and offshore.

Indriving a nationalresponse, the ACCCE specifically focuses on countering the online sexual exploitation
of children, thisincludes a range of criminal conduct and offences such as grooming and the creation and/or
circulation of child abuse material (CAM).

While the ACCCE seeks to counter online child sexual exploitation, we recognise that within everyimageisa
real world crime depicting a child being physically abused.

Working collaboratively with our operational partners, the ACCCE works to use this online evidence to
identify the crime scene, itslocation, the offender and ultimately seek to remove the child from further harm.

The ACCCEisfoundedona principle of partnership and engages through five pillars to free children
from online exploitation. The ACCCE works to:

>Prepare future capabilities, including technologies, to counter online child exploitation;
the online exploitation of children and intervene earlierin the abuse of victims;
>Protectvictims from further victimisation and protect the wellbeing of staff;

>Supportauthorities to Pursue, disrupt and prosecute online child sex offenders, and remove
victims from harm; and

>Promote the ACCCE, its successes and the work of its partnersin achieving collective objectives.

The goals of the ACCCE are to:

— reducetheincidence and impact of online child exploitation;
—> reduce economic, social and individual rewards from child exploitation;
—> reduce harm from complex, organised child exploitation networks;

—> enhance capability and interoperability between the public and private sectors,
and civil society; and

—> enhance community confidence that authorities, civil society, and the private sector
are combatting the issue of child exploitation.

The ACCCE strategic plan sets out the Vision, Mission, Values and Pillars to
guide and steer the work of the ACCCE for the next fouryears. The Strategic
Plan builds upon the work of the ACCCE Blueprint, providing additional
guidance ontheroleand operation of the ACCCE.



Vision

Children free from exploitation

To be coordinated and connected
with our partners to counter online
child exploitation
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VValues

Advocacy & Leadership & Coordination & Consultation &
Influence Innovation Collaboration Guidance
The ACCCE Aslawenforcement  The ACCCEisahub The safety,careand The ACCCE provides

leader,the ACCCE
strives for global
best practicein
countering online
child exploitation.

advocatesfor
the protection of
children from online
exploitation.

forcoordinatingand wellbeing of children
engaging with all
stakeholders
workingintheonline
child exploitation
community.

consultation

and ACCCE staffis

the cornerstone of
whatwe do.

and guidance for
organisations
working hard to
protect children from
online exploitation.

Commonwealth
Child Safe Framework

The Royal Commissioninto
Institutional Responses to Child
Sexual Abuse examined what makes an
organisation child safe and highlighted
the need to provide an environmentin
which children and young people are
safe, protected and respected, and
where staff have the skills, confidence
and knowledge to safequard children.

Inresponse to the Royal Commission, the Australian
Governmentintroduced the Commonwealth Child Safe
Framework (the Framework), a whole-of-government
policy that sets minimum standards for creating

and embedding child safe cultures and practicesin
Commonwealth entities.

The AFP hasimplemented the Framework through

the adoption of the National Principles for Child Safe
Organisations andis committed to ensuring all staff
are aware of their obligations and responsibilities to
safeguard the wellbeing of children and young people.



The ACCCE continues to build
and enhance partnerships

to deliver onits strategic
objectives and its mission.

ACCCE partnersinclude, but are notlimited
to,government and Commonwealth agencies,
law enforcement and investigative authorities,
NGOs, the private sector, and academia.

The ACCCE seeks to promotetheworkand
successes of its partnersand draw upon the
collective expertise, knowledge and skillsets
to counter online child sexual exploitation.

Through operational partnerships,
domestically and internationally, the ACCCE,
the AFP Child Protection Operations (CPO),
Joint Anti Child Exploitation Teams (JACET)
and state and territorylaw enforcement
agencies will continue to pursue, disruptand
prosecute child sex offendersand remove
victims from harm.

The ACCCE will alsoleverage international
partnershipsto enhance capacity withinthe
region.

We partner with...

= >
Government,
Commonwealth
agencies

>
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Private sector,
industry

The ACCCEisuniquely placed to partner with
the AFP’s International Network and foreign
law enforcement community to take the fight
againstonline child sexual exploitation to the
world, recognising the globaland borderless
nature of online child exploitation. Alongside
ourinternational counterparts, the ACCCE
targets organised child exploitation networks
operatingintheonline environment.

Through collaboration and engagement with
partneragencies, victim survivors, NGOs,
academia, industry and peak bodies, the
ACCCE remains committed to delivering best
practice prevention and education campaigns
andinitiatives.

The ACCCE works closely with the eSafety
Commissionerwhois also a key partnerin
matters relating to online safety and cyber
abuse.

Overthe course of this plan, the ACCCE will
continueto partner with the National Office
for Child Safety inimplementing the AFP-led
measures under the National Strategy to
Prevent and Respond to Child Sexual Abuse
2021-2030. These measures willenhance

and bolsterlaw enforcement capabilities and
operational efforts, including expanding the
critical work of the ACCCE and AFP to counter
online child sexual abuse.

L

Law enforcement
investigative
authorities
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ur Operating Model

The ACCCE has a range of capabilities
within its structure to help deliver on
its mission.

The ACCCE receives reports of child exploitation from
arange of sources, includinginvestigative authorities,
Commonwealth agencies (including eSafety), victims of
crime, members of the public, NGOs and private sector
organisations. CyberTipline reports via the National
Centre for Missing and Exploited Children (NCMEC)
contribute to a significant proportion of total reports.

Inresponse, reports and related material are assessed
todetermine the mostappropriate course of action
(24/7 triage). This may include an immediate referral
totherelevantinvestigative authority orrequirement
forintelligenceinput, victimidentification supportor
covertonline engagement.

Theintelligence function providesintelligence
directionand supporttoall functions of the ACCCE.
The Intelligence Fusion Centre (IFC) works with national
andinternational partners to deliver strategic and
operationalintelligence to counter child exploitation.

The covertonline engagement capability conducts
proactivelongterm covert operationstargeting online
child abuse syndicates. Their mission isto covertly
identify, disrupt and dismantle services or targets that
are actively procuring, producing or disseminating child
abuse material online. They work collaboratively with
international and national partnersin a global effort to
combat online child exploitation.

Thevictimidentification capability leads the national
coordination and de-confliction of victim identification
efforts, operating asthe conduit between Australian
law enforcementand the INTERPOL International

Child Sexual Exploitation (ICSE) database. Itis also
responsible for developing capability across Australia,
through the developmentand delivery of training, and
through facilitation of victim identification taskforces,
whereinvestigators can collaborate toidentify victims
and children at risk.

The ACCCE continuesto develop and enhance technical
solutionsto support complex digital forensics,

victim identification and streamline information and
intelligence sharing andis working towards progressing
anational technology solution, fostering increased
collaboration and coordination across the various state,
territory and federallaw enforcement agencies.

The ACCCE coordinates Australia’slaw enforcement
response to national child protection operations. By
enhancing collaboration between law enforcement
partnersthe ACCCE supportsand enhances the
investigations of the AFP, State and Territory police and
international partners forlarge scale multi-jurisdictional
child protection operations. Investigations that exceed
theinvestigational capabilities of a single jurisdiction
may be submitted to Operation Griffin for consideration
to be declared a nationally coordinated operation.
Operation Griffinis supported by several working level
groups comprising of members from State and Territory
policejurisdictionsand Commonwealth agencies
investigating the exploitation and abuse of children
nationally and internationally with adirectimpact on
Australiaand New Zealand.

In close partnership with NGOs, victims of crime,
governmentandindustry stakeholders, the ACCCE
continuestoleadthe development of national child
exploitation prevention, education, awareness and
support strategies and campaigns; and contributesto
policy andlegislative reform and whole of government
initiatives through our well established stakeholder
partnerships, networks working groups.

The ACCCEisfurther supported by arange of AFP
corporate and specialist enabling functions which are
criticaltoits overall success.

All functions of the ACCCE work together to drive a
national response to counter online child exploitation,
and complement the capabilities, knowledge and
expertise of our partnersto counter child exploitation.



Investigative Authorities
AFP

Joint Anti Child
Exploitation Teams

State or Territory Police

Foreign Law
Enforcement Agencies
including INTERPOL &
EUROPOL
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Referral for investigation
AFP

Joint Anti Child
Exploitation Teams

State or Territory Police

Foreign Law Enforcement
Agencies

Referral for victim support
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trategic
Pillars

Prepare

Prepare future capabilities, including technologies,
to counter online child exploitation

Prevent

Prevent the online exploitation of children, and
intervene earlierinthe abuse of victims

2 Protect

Protect victims from further victimisation, and
protect the wellbeing of staff

Pursue

Provide specialist support (nationalintelligence and
operational coordination) to authorities to pursue, disrupt and
prosecute child sex offenders, and remove victims from harm

Promote

Promote the ACCCE, its successes and the work
ofits partnersin achieving collective objectives

10



A Y 4
Prepare
Prepare future capabilities, including
( ) technologies, to counter online child exploitation
Objectives Strategies

'| Driveinnovationand
evolve new capabilities

2 Greater collaboration
withacademia

O 3 Coordinate working
groups

04 Upskillthe broader
community

Measurement and evaluation

>Establish new and foster existing partnerships, domestically and
internationally

>Utilise the knowledge base of existing offender prevention campaigns to
inform best practice

>|dentify new technologies

>Targeted academicinstitutions forengagement
>Evidence-based approach to policing online child exploitation

>Engage subject matter expertsto deep dive on specific topics

>Streamline communications and engagement strategies across all
partners

>Upskillthe community on preventing and reporting online child
exploitation

>Enhanced capability across a range of stakeholders including JACETs
and state & territory police

>Training and capacity building of JACETs and state & territories and other
stakeholders

>|ncreased engagement with academia and the Australian Institute of
Criminology (AIC)
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12

Prevent

Prevent the online exploitation of children,
andintervene earlierin the abuse of victims

Objectives

Strategies

O'l Supportimproved
community education
O 2 Emphasise therole of the
ACCCEincoordinatinga

response

Provide aunified and
coordinated voice for
stakeholders

04 Supportimproved
research and analysis

Measurement and evaluation

>Engage the community as a key playerin prevention and education
communication

>ldentify and develop targeted education strategies

>Deliver prevention and education material at a nationallevelin
consultation with partners

>Ensure active working groups achieve outcomes

=Proactively collaborate with NGOs to share best practice and harm
minimisation strategies

> A nationally consistent message
=Ensure NGO partners promote the information from the ACCCE

>Collaborate with the Australian Government, NGOs, academia, industry
and peak bodies to deliver consistent messaging about online child
exploitation

>Ensure best practicein prevention and educationinitiatives through
targetedresearch and evaluation

>Ensureresearchisfit for purpose throughout thelife of the strategy
=Deliver research with consistentlanguage
>Continue tore-evaluate campaigns and messaging

>Reducing stigma and building awareness
=Empower victim survivors to seek support and report
=Community reach

=Build and continue to engage existing partners with ACCCE Research
Working Group and other academia

= Evaluate community sentiment around the outcomes of work conducted
by the ACCCE



Protect

Protect victims from further victimisation,
and protect the wellbeing of staff

Objectives

Strategies

O'l Protect childrenonline

2 Protectvictim survivors
and secondary victims

O 3 Protect ACCCE staff

04 Knowledge sharing
with othergovernment

stakeholders

O 5 Streamline thereport
processes

Measurement and evaluation

>Remain up-to-date on new and emerging technologies
>Develop relationships with industry

>Build international connections

>Use of technology and victim identification capabilities

>Recognise the scope of vicarious trauma
>Streamline processes and procedures to assist families
>Engagement with National Centre for Action on Child Sexual Abuse

>Ensure wellbeing of staff countering online child exploitation
>Recognise the scope of vicarious trauma
>Lead the national Health and Wellbeing Dialogue

>Maintain a proactive approach to staff welfareinline with the ACCCE
Mental Health Plan

>Monitor welfare of staff post-employment
>Review terms of best practice relating to the mental health of staff

>Deliver best practice and support other organisations

>Workin collaboration with partnersincluding eSafety Commissioner
>Build information sharing capabilities across agencies

>Contribute to the safeguarding of children
>Maintain and enhance member wellbeing efforts
>Disruption actions

> Effectiveness of information sharing

>Ensure adherence to the ACCCE Mental Health Plan
>Measuring impact of ongoing disruptive programs

>Best practice engagement between law enforcement and victim survivors

>Staff wellbeing
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Pursue

Provide nationalintelligence and operational
coordination with specialist support capabilities
to pursue, disrupt and prosecute child sex
offenders, and remove victims from harm

Objectives Strategies

O'l Provide specialist >Maintain specialist covert capabilities
investigational >Provide highlevelintelligence assessments
capabilities >Provide national priority operational coordination

O 2 Maintain strong
relationship with

domestic counterparts

Maintain strong
O 3 relationships

withinternational

counterparts

O 4 Establish clearand
appropriate operational
reporting pathways

O 5 Uplift partnersinthe
technology space

Measurement and evaluation

>Provide national child protection triage capabilities
>Use of technology and victim identification capabilities

>Utilise developmentsinterms of best practice relating to the mental
health of staff

>|mprove national victim identification capability
>Share new technology and investigative techniques

>Shareintelligence with states and territories, and relevant
commonwealth agencies

>Provideleadershipin countering online child sexual exploitation
>Leverage information provided by NGOs

>Collaborate withinternational partnersto disrupt networks
>Share new technology and investigative techniques
>Allocated resourcestoimprove internationalengagement

>Participateininternational fora, suchas INTERPOL and victim
identification taskforces (VIDTF) (includingleading Australian VIDTFs)

>Looktoleaderssuchas NCMEC
>Ensure two-way communication throughout joint operations
>Streamline reporting pathways to coordinate responses

>Stay ahead of developing online child sexual exploitation trends
>Share knowledge of trends in the technology space

> Strive for subject matter expertisein relation to online child sexual
exploitation

>Prosecution and disruption success
>Development of case studies
>Align prevention strategies to operational requirements



Promote

Promote the ACCCE, its successes and the work of

its partnersin achieving collective objectives

Objectives

Strategies

'| Increase awareness of
the ACCCE

2 Promote the work of
ACCCE partners

3 Increase awarenessand
understanding of online

child exploitation

Measurement and evaluation

>Continue to develop and define the ACCCE brand asaninnovative,
collaborative, research-driven, voice of authority

>Collaborate with the mediato enhance messaging
>Promote operational successes

>Leverage the ACCCE and AFP brands to promote the work of ACCCE
partners fromacommunication perspective

>Promote and support the successes of governmentand non-
government partners and stakeholders via communication channels

>Focusontheinfluencers of children toimpart messaging around online
child exploitation

>Develop campaignsin conjunction with partners

>Educate the community to counter online child exploitation through
communication tools

>Promote peer-to-peerlearning (i.e. parents sharing with other parents)

>Encourage parents and carers to discuss online child exploitation with
children

>|ncrease reach and engagement of communication channels

>|ncrease engagement with partneragenciesin communication activities

>Understand community sentiment around the outcomes of our work
>Attendance and engagement at ACCCE stakeholder events

>Market research on awareness and perceptions of ACCCE and online
child sexual exploitation

>Regular measurement and analysis of the ACCCE digital channels
>|ncrease traffic to the ACCCE website and specific resources
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Acronyms

ACCCE Australian Centre to Counter Child Exploitation
AFP Australian Federal Police

CAM Child abuse material

COEU Covert Online Engagement Unit

CPO Child Protection Operations

CPTU Child Protection Triage Unit

ICSE International Child Sexual Exploitation Database
IFC Intelligence Fusion Centre

JACET Joint Anti Child Exploitation Team

NCMEC National Center for Missing and Exploited Children (US)
NGO Non-government organisation

ViU Victim Identification Unit

VIDTF Victim Identification Taskforce
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Conect with us

ACCCE@afp.gov.au

f @ACCCEaus
@accceaus
¥ @ACCCE_AUS



